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ABOUT ME
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▪ Tim Steffens - tim.steffens@greenbone.net

▪ Father & husband
▪ ~20 years Software Engineering
▪ Quest
✓ how to build software that "works well"?

▪ Fan of
✓ clean code, TDD & functional programming


✓ music (Metal)

✓ outdoors & hiking

mailto:tim.steffens@greenbone.net


ABOUT GREENBONE  
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What sets us apart 


Innovation: Leading in cybersecurity with scalable, 
cutting-edge solutions that identify and mitigate 
vulnerabilities. 
 

Value Driven Culture: Work environment based on 
sincere appreciation, honoring individuality 
 

Employee Empowerment: Recognizing our 
employees as the primary drivers of our success 
and committing to nurture growth through 
continuous learning and comprehensive benefits



ABOUT YOU!
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▪ Software Engineer?


▪ Testing Engineer? 

▪ Architect?
▪ Project Lead?
▪ Non of those?

▪ Worked with test automation?



PLEASE INTERRUPT!
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AGENDA
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▪ Setting the Scene


▪ QA Strategy 

▪ Implementation, Challenges & Learnings
▪ Outlook



DICE
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▪ Recurring theme in Test Automation: "the dice"

✓ AKA "flaky tests"


✓ Two runs green, next red - despite no code change ...


▪ Who has already experienced flaky tests?



DISCLAIMER
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▪ Out of scope:
• NFA: Security Testing, Load Testing
• Code Coverage


• QA development practices (Pair Programming, Code Reviews)
• Frontend Unit Tests



SETTING: PRODUCT
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SETTING: AGILE
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▪ Agile Approach

✓ Scrum


✓ short iterations: 2 week sprints


✓ multiple increments released per sprint

✓ optimized for fast feedback



CHALLENGES
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▪ Too few resources to test everything manually


▪ Especially regression
✓ needs to be repeated several times a week 

✓ should as reliable as possible
✓ reasonable effort



THE ANSWER: TEST AUTOMATION
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QA STRATEGY
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▪ automate as much as possible
▪ test things on the right level

▪ code reviews are mandatory
▪ in case manual tests are needed for regression 

they must be well-documented and easily 
reproducible

▪ for each bug that is found a test must be created
▪ (...)
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TEST MATRIX
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QA STRATEGY
Implementation
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▪ QA Strategy workshop per team

▪ Dedicated QA Engineer per team

▪ QA CoP



E2E TESTS
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E2E TESTS
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E2E TESTS
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E2E TEST CHALLENGES
↯ Asynchronism ↯
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▪ certain computations are done asynchronously

➡ e.g. ui rendering, asynchronous messages 


➡ time interval before results are available may vary 
strongly depending on system and load



E2E TEST CHALLENGES
↯ Asynchronism ↯
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▪ certain computations are done asynchronously

➡ e.g. ui rendering, asynchronous messages 


➡ time interval before results are available may vary 
strongly depending on system and load


▪ our approach @     


➡ wait for conditions with timeout before checking 
assertions


➡ cypress has built-in waits with default timeouts!



E2E TEST CHALLENGES
↯ Changing Data ↯
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▪ data imported from real systems changes 
throughout time 


➡ how many and which entries will be there?



E2E TEST CHALLENGES
↯ Changing Data ↯
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▪ data imported from real systems changes 
throughout time 


➡ how many and which entries will be there?


▪ our approach @     


➡ assert only what you can know


➡ validate structure



E2E TEST CHALLENGES
↯ Interference in Parallel Runs ↯

30

▪ same resources / entities / identifiers used for 
each run 


➡ e.g. same user


➡ test data can be influenced by another test run



E2E TEST CHALLENGES
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▪ same resources / entities / identifiers used for 
each run 


➡ e.g. same user


➡ test data can be influenced by another test run


▪ our approach @     


➡ generate entities with random identifiers


➡ and delete them after each run
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E2E TEST CHALLENGES
↯ Interference in Parallel Runs ↯
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▪ ↯ unique resources ↯ 

➡ e.g. single machine


▪ possible approaches    


➡ provide set and lend instances to 
test runs


➡ write test that adapt to situation 
(e.g. start import if none is 
running)



E2E TESTS: WRAP-UP
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▪ asynchronism: use wait for constructs
▪ no control of data: validate structure, assert what 

you can know


▪ parallel runs: generate entities with random 
identifiers, delete them after each run 

▪ keep test durations low
➡ e.g. use API calls for test setup


▪ expect efforts for maintenance



FRONTEND SERVICE TESTS
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FRONTEND SERVICE TESTS
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FRONTEND SERVICE TESTS
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"real" instance Mock

asset management
frontend

Mock Service Worker

docker compose

keycloak Mock

asset management
backend

opensearch postgres appliance simulator

full service test only

get frontend

npm run preview
(asset-management-

frontend)

Mock Service Worker
( https://github.com/

mswjs/msw )
not active for full

service tests

cypress



FRONTEND SERVICE TESTS
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Page Object Pattern



FRONTEND SERVICE TESTS
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Page Object Pattern



FRONTEND SERVICE TESTS
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...

...

...



FE S  TEST CHALLENGES
↯ Changing Data ↯
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▪ data imported from real systems changes 
throughout time 


➡ how many and which entries will be there?
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▪ data imported from real systems changes 
throughout time 


➡ how many and which entries will be there?


▪ our approach @     


➡ mock external systems 


➡ simplifies test setup


➡ makes test shorter & more stable (reliable testdata!)



FE S TEST CHALLENGES
↯ Code Maintainability Decreases ↯
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▪ code may become difficult to read

➡ often selectors on the DOM are not self-explanatory


▪ code changes may become cumbersome
➡ often selectors are repeated throughout the code


➡ can be a lot of effort to change all locations
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▪ code may become difficult to read

➡ often selectors on the DOM are not self-explanatory


▪ code changes may become cumbersome
➡ often selectors are repeated throughout the code


➡ can be a lot of effort to change all locations


▪ our approach @     


➡ use page object pattern



FE S TEST CHALLENGES
↯ time and translation varies ↯
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▪ i18n: different time zones, date formats, 
translations

➡ may differ between systems


➡ tests may fail when checking for date, time or 
translations



FE S TEST CHALLENGES
↯ time and translation varies ↯
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▪ i18n: different time zones, date formats, 
translations

➡ may differ between systems


➡ tests may fail when checking for date, time or 
translations


▪ our approach @     


➡ set time zone explicitly


➡ select locale explicitly (or rely on default)



FE S TESTS: WRAP-UP
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▪ consider full service tests (with backend) 

▪ mock systems outside scope (except data stores)
▪ use page object pattern
▪ set time zone / locale explicitly

▪ like e2e
➡ asynchronism: use wait for constructs 


➡ keep test durations low


➡ expect efforts for maintenance



BACKEND SERVICE TESTS
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BACKEND SERVICE TESTS
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docker compose

asset management
backend

opensearch postgres appliance simulator

keycloak mock

"real" instance

mock

behave

test development mode

application development mode test containers

opensearch postgres appliance simulator

keycloak mock

behave

asset management
backend binary



BACKEND SERVICE TESTS
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BE S TESTS: WRAP-UP
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▪ like frontend service tests:
➡ mock systems outside scope (except data stores)


➡ asynchronism: use wait for constructs 


➡ keep test durations low


➡ expect efforts for maintenance



OUTLOOK
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▪ Sometimes we get "We detected that the Electron 
Renderer process just crashed." in the CI

➡ we need to investigate


▪ run e2e test after each deployment
▪ synchronize QA approach in whole company
▪ automated cross browser test
▪ contract driven testing (e.g. pact)
▪ metrics for quality (e.g. escaped bugs)



EXPLORATORY TESTING
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▪ Scripted (espec. automated) testing is important 
e.g. for regression and possibly short feedback 
cycles

▪ But think of your scripted tests as threads of a net
▪ They catch whatever you thought of, but there are 

always things that are not caught
▪ Given the unlimited space of possibilities it is 

impossible to weave the net fine enough to catch 
every possibility

▪ This is where exploratory testing comes in handy!

https://www.goodreads.com/book/show/15980494-explore-it

https://www.goodreads.com/book/show/15980494-explore-it


BEWARE OF THE DICE
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don't ignore flaky tests!



Thank You!



Questions?



LET’S CREATE A FUTURE TOGETHER
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We are more than just a business: We are a team of creative thinkers, innovative 
problem solvers, dedicated professionals – and passionate humans. 


Be part of the Solution: find our job postings here	 


Our key benefits: 

Remote Work options: 100% remote work possible                

Flexible working hours

Opportunities for participation in company decisions	 




Backup
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E2E TESTS
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  TBD  TBD

Deploy to team DEV env

Merge PR
marked as release

yes

no

is alpha
release?

no

run e2e tests
against team DEV env

yes
test successful?

notify via
chat channel

Deploy to INT run e2e tests
against INT

no

yes
test successful?

notify via
chat channel

Deploy to
other teams DEV envs

(and run tests and notify)

currently done nightly



E2E TEST CHALLENGES
↯ Active Users on Test System ↯
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▪ test systems are also used for manual testing 
and presentations


➡ test outcomes can be influenced by user actions



E2E TEST CHALLENGES
↯ Active Users on Test System ↯
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▪ test systems are also used for manual testing 
and presentations


➡ test outcomes can be influenced by user actions


▪ our approach @     


➡ label test data and filter for it


➡ conventions on what (not) to change


➡ alternative: separate envs ($$$), create separate 
accounts



BACKEND UNIT TESTS
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BACKEND UNIT TESTS
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BACKEND UNIT TESTS

67



BACKEND UNIT TESTS
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BACKEND UNIT TESTS - OPENSEARCH
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BACKEND UNIT TESTS - OPENSEARCH
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BE UNIT TESTS: WRAP-UP
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▪ Make use of data tables / data driven testing


▪ make it possible to verify test expectations


▪ use testcontainers only where unavoidable 


▪ like backend service tests:
➡ mock functions outside scope (except data stores)


➡ asynchronism: use wait for constructs 


➡ keep test durations low
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